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(Cd James AMeyers)

Supersedes AFI 14-303,27 Decembef993. Page: 14
AFI 14-303/AAFMCS1, Distribution: F

6 Novemler 1996.

This instruction implements AFPD 18, Contro) Protectionard Disemination of Intelligence Iforma-
tion. It appliesto ewveryone involved with the security, use, and disemination ofCollateral Intelligence
within the Air Face, including govenment contactors, the Air National Gard and Air Face Reerves.
It asigns responsbilities for rdeasing selected inelligence informatiorand relaed maerial to eligible
US contactors, and outlines thepecial requirementshe contactor mug fulfill to safeguardritelligence
information. Theserequremeris addto Depatment d Defenselndustial Secuity Directives(DoD
5220.22M ad DoD 5220.22R).

Thisrevision incaporates the Dector of Central Intelligence Directive (DCID)YX, Security Combls on
the Dissemination of Intelligence Information, dated 30June1998. The evision reduces theapproval
process for release of intelligenceo contratos.

SUMMARY OF REVISIONS

(AFMC) This sipplement clearly defines respnsibilities for the contrad monitor and the desgnaed
center/lab researdite Director of Intelligence (D) and authorizesthe DI to release intelligence data to
AFMC contractors. Italso establishes procedures forcontractors requiring direct conrectivity to SIPR-
NET. Specific guidance isalso proviced to ensure thet the DD 254 clearly identifies that the contractor
has intellgence requirements.

AFI 14-303,1 April 1999,is supplemented agollows:
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1. Officials Authorized to Approve Release.

1.1. The Director of Intelligence, Surveillance amn Reconraisance, DCS/Air and Spa&e Operdions

(HQ USAF/XOI) is theAir Force Snior Official of the Inelligence Canmunity (SOIC). TheHQ

USAF/XOI implements and caes ou the Directo of CentraIntelligence (DC) policiesand proce-
dures for using protecting and disseminating intelligenc&he HQ USAKFXOI is the Ar Force final
authaity for approving the release of intelligence tontactors.

1.2. The SeniolIntelligerce Officer (SIO) of each Major CommandMA JCOM) and Reld Operating
Agercy (FOA), and tleir field ommand @sigrees can rekase ingélligence to tteir command con-
tractors without specific approvalfrom the HQ WBAF/XOI if the intelligence meetbe criteralisted

in DCID 1/7, and (1) the ielligence is not markedith restricted control markings; (2) the intelli-

gence is norestrictal to the executive branch é the US Government.

1.2.1. The SIO, a designee, peforms tte following functions:

1.2.1.1. Evaluates he sponsdng ageng’s requestfor inteligence by examning the DD
Form 254, Catract Security Clasification Specification, to determine if thepecific intelli-
gence is apppriate fo thecontract. If not, the SIO identies the intelligence the contractor
actually reedsto satisfy thecontact.

1.2.1.2 Documents all in¢lligence rekased tolte caontractor, includng oraland visual dis-
closure, until thecontact is completd or the magrial is returned @ the Air Force.

1.2. (AFMC) The Director 6 Intelligence (HQ AMCI/IN) isthe MAJCOM Seniorlintelligence Gficer
(S10). HQ ARMIC/IN has dagnaied each center/lab search site Drector of Intelligence (DI) asthe SIO
for AFMC aganizations. AFMC Dl'sare authoized to appove release of intelligence to AFMC con-
tractorsIAW AF1 14-303_ AFMCSUP 1, provided there is a vatl need-to-know and there isacurrent DD
Form 254,DoD Contract Security Classification Specification. This authority des not incluce mate-
rial labeled "Caution-Prqorietary Information Invdved" (FROPIN). Intelligerce that bers the control
marking "Dissemination and Bxaction of Information Controlled Byriginator" (abbreviated RCON)
may only be relesed tocontractorswithin government facilitiesPrior written permission from the orig-
inatar of ORCON materialmust be obtained fpor to its release to contractorgutside government owned
or contrdled facilities.

1.21. US catractors reqgests for irtelligence matergls shall be submitted to theapproprate pragram
manayer accordng to locd procealures an forwarded to the DI for release pprovd. This is usudly
worked tirough the contract monitor (CM). The AFMC Form 210, Intelligence Informaion Request,
may ke used for this purpae. In addition, the following guidanceapplies:

* No goverment official shall authorize the corctor use d intelligence madrials on other con-
tracts orrelease to subcontactors withoutexpress authaity from the DI.

* The CM mustspecify on the I Form 254 thadisclosure des notcreate an unfair competitive
advantag for thecontractor, or a conflict ofinterestwith the contractor'hbligation to proted the
information. If, during the coursd the contract the contractor's requirements féormation
changes to requireew or significantly different information,the DI or his/her deigneeshall
makea new specification ad cerification. In @ses where the dgnated official cannot or does
not resolve thessue & unfar competitiveadvantageor conflict of interest congnt of the aigina-
tor is required.



AF114-303_AFMCSUP1 30 DECEMBER 1999 3

* Intelligene® mateials relasal unde approved indegndent resarch anl developmeh (IR&D)
efforts musbeapproved by tasuppoting DI andreleased ¢ the sposoring program mareger.

* Intelligencemateriak may be provided at ary phase d thecontractual procesor IR&D effort.

« |f the relase involves a contract frm another commadhor service, but th CM resides within
AFMC, theCM shall contacthe loa AFMC DI for releasabity.

* The Dlshal delete aty referenceto the Gentral IntelligenceAgency, the phrse "Directorate of
Operations'andany of itscomponents, #aplace acquired, the field number, the souecde<rip-
tion, andfield disseminatiorfrom all CIA Directorate of Operationgeports passed to contractors,
unlessprior approvéto do otherwise is otained from the CIA.

1.2.2 (Added-AFMC) Classifed intelligencecan be released toS.tontactors by the progamoffice, or
its designated field agency representative, povided prio approval has been obtained fnathe O. Upon
approval by the DI, a copy & the DD Form254 and Vsit Authorization will be anfilein the O's office
befare ary discussions occuibetween a governmetofficial anda contractor.

1.2.3 (Added-AFMC) Request for Information/Reqast for Prgposal(RFP) Procedurse Selectedintelli-
gence materials may be approvedrelease by the supportingMC DI through the ppgram manager
to eligible contractors durmg any plase of the cotracting proess prided the spasoring agency has
detemined that tley hawe avalid need-to-kow ard there isa currert DD Form 254.

1.2.4.(Added-AFMC) Specia Category Enties Contracted for Intellgence Support.

1.2.4.1. Fedeally Funded Reseahcand Develpment Ceters (FFRDC). Independent, pvate,
notfor-prafit corporations(unique entitiesapprovel by the Secretary of the Air Force. FFRDCs support
the United States AiForce (USAF) and operaunder governmehprocedures and constraints approp
ate b thar noncompetitive mssion. Speeific FFRDC elementshave leendesignated b corduct threat
related amlysesas integral partsf US governmert offices.

1.24.2. Government Owned-Contractor OperatgOCO) Activities. GOCOs may handle and control
intelligence inthe same manner &S government flices. GOCO activiies are not considered contrac-
torsif they perform classified sevicesin support of the intelligence mission of an organization. They
should be degnaied assuch by the HQ USAF/XOlr other department/gencysenior officials d the
intelligencecommunities

1.2.4.3. Seruce and Manpower Support Contrators. Contractors who performsystem engineering and
technichassistan@ in dired support to AMC program ofiices. Program offcesacquire theiservicesto

increase e design performance capabilities of existing, new, or emerging systems. Their servicesare

integral to the logstics suppat and mainteance of a sgtem @ major component,reend item of equip-
ment esentid to the operation of tk system before final gosrnmert acceptane of a complethardware
system. They are barreddm negotiating for mariecturing work on contracttor which the are provid-

ing upport

1.24.4. Special Purpose Agreement (nobdract). The Intergovermental Personnel Act (PA) of 1970
providesfor the temporary dait of employees fromstateand localgovernmenrd, Indian tribal govern-
ments,institutions ofhigher educatiomualifying nonproft organizations, etctp an agency ahe Fed-
eral Government.

1.25. (Added-AFMC) Retase of Inglligence for IR& D Efforts. IR&D efforts are IR&D efforts initi-
ated, conductednd funded by companies whichll within thefour following area:
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Basic research.

Applied research.

Development.

Systems ad other concepformulation studies.

A Memorandum of Understanding (MOU) is required for release 6 intelligence naterials. The MOU
must ke signed by the commander or directof the sponsoring organization who has pmary interest in
tracking the poposed IR&D prgect and any intelligenceath releasd unde an MOU must be approved
by the supporting AFMC DI.

1.25.1. The DI will send a copy of the MOU to HQ AFMC/IN and maintain a lising d intelligence
mateials relea®d. The govenmentsponsor is respable forthereturn d al released intelligence mate-
rials after completio of the IR&D effort ard no later than tie end of the MOU tem. This must be accom-
plished within 30 @endar days after gxxcompletion or termination of &company'dR&D project.

1.2.52. The MOU may be etended for another term. The following will be added to the extension:
"Attached agreemenis in full force aul effective from o " The governmensponsor will
sign the MOU extensia below thisstatement ad provide a copy to the DI. The DI will ensure ARMC/
IN receivesa copy oftheMOU extersion.

1.2.6.(Added-AFMC) For contractsthe CMshall:

» Emsure the DD Fom 254(block 10e) clearlydentifies that the contractchas irtelligence require-
ments. Tle DD Form 254 provideghe contactor with security requirements and ctgification
guidance and is coordinated with the local Industrial SgcOffice. When block 10e is marked
"YES," this denotes thiact that inteligence daawill berequired. Tle CM is then responsiblefor
contactirg thelocal AFMC DI to review and coordinate o the packag. Also, ensure bldc13.
Security Guidance, has #following statemennt "Contractor wil requireaccessto and must com-
ply with AFI 14-303and AFMC Supplemenl."

* Maintain arecord @ all intelligencemateriat releasedo the contactor, and funish the D with a
listing upon tle DI's request.

» Contractos mustretum intelligence datactthe CMat termination or comgetion of a contract On
a @se-by-case basis, requests for retention of intelligencenateral by thecontactor past expira-
tion date b contractmustbe submittd in writing to theCM for appoval by the DI

* Inteligence holdings can kearsferred to another cordct within thesame company provided the
DD Form254requirementsremet and appoved bythe CM.

1.2.7. (Added) AFMCSpeeal Requrements fo General Intelligence Material In addition to AF 14-303
and ARVIC Supt 1, tk Directar of Cental Intelligence,sets yp additional requiementsand controlsfor
intelligence in the passession d contactors. The contractor shall:

» Understind that intelligene released to contactars, all reproductions therdo ard all other mate-
rial generated basd on, or incorpating data therebm (including authozed reproductiors),
remain the property of the US gaarnment.

* Undestand al reproductions and extraction®f intelligenceshall be clasified, marked,and con-
trolled in thesamemanner as theriginal(s).

* Na further dscloseor release intelligene to any of theircomporents oremployees, oto another
contactor (including subcontractors), without the pior written notfication and approval of the
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SAIC, or his/he designe, unless such disclosure elease isauthorized n writing attheinitia-
tion of thecontractas an oprational requirement. @er toAR14-303_ AFMCSUP 1, paragraph
1.2for further guidance

Ensure thatachemployee having ecess to intelligence material compliegh AFI 14-303 and
AFMC Suppemert 1.

1.3. Only the HQ USAF/XI can relase information tocontractos from the following documents
without identifying it asnational irtelligence

1.3.1. National Intelligence Anaytical Memoranda. (Memoranda that may reflect or could be
construed aseflecting US analytic judgnents, oten viewed afficial policy pronouncementsf
the US Govemment. Information is usually taken from National Intelligence Estimates)
1.31. (AFMC) National Estmaes(NIE), Speaal National Intelligence Estimates (SNIE), and
Interagency Intelligence Memoranda may be eleased toappropriately cleared contractors s
sessirg an gpropriate level facility clearanceand reed-to-know, except as regulated by provi-
sions concernigproptietary information. Requests sHll be submitted b HQ AFMC/IN through
the loal DI for release approval

1.4. If they do nd havean SO, Air Staff activities, MAJCOMs, and FOAsmust réer requestdo HQ
USAF/XOIIS for release approval.

2. Preparing Requests. The sponsoring agency requests intelligence support from the SIO. Each
requestor musprovide tre following information and cettification:

2.1. DD Form 254, ContracSecurity Classification Specification
2.2. Certffication of “need-to-know,"

2.3. ldentificationof the requested intelligenc, if known, which wil be usedn the perfemanceof
the contratby the contracte, and ade<ription of the ty of work to be peformed by tle contactor.

3. Referral to Originator . Intelligencethat carres thefollowing making requres written permssion of
the originating agency before releatoall contractorswithin or outside of government ownedraon-

trolled facilities:
3.1. CautionProprietay Information Involved (PROPIN

3.2. Intelligence hat carries the following making requireswritten permission of the ariginating
agency befre releasé¢o a contractoioutside of govenment owned iocontolled facilities:

3.2.1. Disseminatia and Extraction d Informatian Controlled by Oiginator (ORCON).

3.2.2. Sponsoring ageuwies shall delete any referere to theCentral Intelligence Agenc{CIA),
the phrase “Directorate o Operations’ and any of its components, the place acquired, the field
numler, the source description, and field dissemiretion from all CIA Directorate of Operations
reports passed to contractors, ungs prior approvéto do otherwise is obtaidérom CIA.

3.3. If you cannd sanitize tledocumentsyou can request relsafor intelligerce bearing these mark-
ingsthrough the orimator. Provide a courtsy copy of the requst to the MAJCOM.

4. Special Requirementsfor Intelligence.
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4.1. A contractor is not auhorized to further discloseor release clssified Intelligence Information
(including release to a sulxontractor) without prio written authorization of tareleasig agency.

4.2. All inquiries concerningsource, acqusition, use, control or retrictions pertainingd Intelligence
Information shall be directed tahe releasing agency.

4.3. In addition to DoD Manual 5220.22, Industrial Seaurity Manual for Safeguarding Classfied
Information, the Directg Central Intdigence,sets up additional reguaments and controls fantel-
ligencethat you gve to contactors and theseequrements must be sgcifically included o the DD
Form 254,DoD Contrat Security Classification Specification(See BCID 1/7.)

5. Returning Intelligenceto the Air Force. Final disposition bintelligence infomation slall be gov-
erned by tk sponsorilg agercy.

6. (Added-AFMC) Access to intelligence information via electronic coneectivity (SIPRNET/
INTELINK -S), orwithin another governmenoffice, must be submitted ivriting to the CM fa approval
by the DI (IAW HQ AFMC Policy) (attachment 1(Added)). Accessto intelligence daa via electronic
connectivity isaseparate proasfrom theDD Form 254, bu will be incorporated into #DD Fomm 254
upon final approval.

7. (Added-AFM C) AFMCReleae of Clasified and Unclasfied Informatian to Foreign Owned Com-
panies and Thei Representativee Any military activity or deferse contactor receiving a requestrém a
foreign owneal company, or a fesenttive theeof, for intelligerce data about this program,aihfor-
ward therequest to the servicing Foreign Belosure Polig Office.

MARVIN R.ESMOND, Lt General, USAF
DCS/Air andSpace Operations
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Attachment 1
GLOSSARY OF REFERENCES AND SUPPORTING INFORMATION

References

DCID 1/7,Seeurity Controls an the Disseminatio of Intelligence Inbrmation

DoD 522022-M, National Industial Secuwity Program Opeating Manual (NI$OM
DoD 522022-R, Industrial Scurity Regulation

DIA Regulation 50-2, Information SecurityProgram

AFPD 14-3,Control, Protection, an@issemination of Intelligence

AFI| 14-301,Requesfor CollateralIntelligence Documents

AFI 14-302,Control, Protection, an Disseminatio of Sensitive Compamented nformation
AFPD 31-4 Information Secuity

AFPD 31-6,Indudrial Security

AFI 31-601,Industial Secuity Progam Management

AFH 31-602,Induwstrial Security Program

AFPD 31-7,Acquisition Security

Abbreviations andAcronyms

AFM C—Air Force Materiel Command

CIA —Central Intelligence Agency
DCl—Director ofCental Intelligence
DCID—Director ofCentral IntellgenceDirective
DIA —Defense Intelligencé&gency
DoD—Department of Bferse

DOE—of Enegy

FBI—FederaBureau of Investigation
FOA—Field Operating Agency

HQ USAF/XOIl—Director of Intelligence, Surveillance and Remnnaissaice, DCS/Air and Space
Operations

HQ USAF/XOIIS —Intelligence Seurity Division, DCS/Air and Spae Ogerations
INR/STATE—Bureau of Intdigence and Research of te Department of State
MAJCOM —Major Command

NSA—National Security Agncy

ORCON—issmination ard Extraction of Infemation Contolled by Originator
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PROPIN—CautionPropietary Infamation Involved
SIO—Senia Intelligerce Officer
SOl C—Senia Official of thelntelligence Community

Terms
Intelligence Comnunity—The intelligence comunity includes thdollowing organizations:
Cenra Intelligence Agercy (CIA).
NationalSecuity Ageng/ (NSA).
Defense Intelligencagency(DIA).
Bureau of IntelligenceandResearch of the Deparment of State(INR/State).
The intelligence activities of thdilitary Departmend and the unifed ard specified command.
FederhBureau of Invetigation (FBI).
Demrtmert of Treasury, and the Departnent of Enegy (DOE).

National I ntelligence—Integrated departmental intelligence that coversthe broad aspects of national
policy and naional security, is of concern to more than one department or agency, and transcends the
exclusive competence o single department or agncy.

National I ntelligence Estimate—A strategic estmate of the apabilities, vulnerabili ties, and probable
courses baction of foreign nations which isq@educed at the national level as a consjie d the views of
the intelligenceeommunity.

Releas—The oral, visual, or physcal disclosure of intelligene.

Selected Intelligencelnfor mation and RelatedM aterials (I ntelligence—Foreign inteligence and
counterintelligence information, and information descibing US foreign intelligence and
counterintelligerce adivities, sources,methods,and equipment for aaquiring and handing such
intelligence, foreign military intelligence hardware, ad photogaphy or reordings resuling from swch
intelligencecaollection.

Senior Official of the Intelligence Community (SOIC)—The hea of an agency, office, bureau,or
othe intelligence elemenss identifed in Section 3 of the National ity Act of 1947, as amended, 50
USC401a(4), ard Section 3.4() (1 through § of Executive Order12333.

Senior Intelligence Officer (SIO)—The ®nior person charged with intelligexe resporsibilities for his
or hercommand oorganization.

(AFMC-Added)

Abbreviations andAcronyms

CM—_ Contract Monito

DI—Director of Intellligence
DISA—Deferse InformationSystems Agency
DISN—Deferse InformationSystems Netwek
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FFRDC—FederallyFundel Researchand Deelopmern Center
GOCO—Gowernment Owned-Contraat@®perated

IR & D—IndependenResxarch & Development

| PA—Intergovernmental PersoslrAct

MOU—Memorandum ofJndeastanding

RFP—Request for Propsal

Terms
AFM C Form 210—Intelligence InformationRequest

Contract Monitor—The representative of a projed office respongble far the echnical/administrative
management of contract performance and who edahlishes the security requirements applicable to the
contrad. The CM providesguidane and assisance (through gopropriate command channds) as
necesaryfor the pocuring contacting officer ard the administratig contracting dfficer to exerciseheir
responsibilities.

Contracting Officer—A person with autharity to enter intg administer, and/or terminate contracts and
make relatd determinationsind findings.

DD Form 254—Contract Secuty Classification Specification.

Director of Intelligence (DI)—TheDI is the ceter/lab resarch site Saior Intelligence Officer (SI10).
The DI is respongble for the planning and execuion of intelligencefunctions supporting all AFMC
intelligencerequiremerg; as the SIO, saves as theintelligencestaff officer for the conmande/director
of each center/lareseard site.

Indeperdent Research and Dewelopment (R&D)— A contractor's resarch and development project
falling within the four following areas:

Memorandum of Understanding (MOU)—A written ageemen betweena compaly and a BAF
organization describing specific classfi ed projects or technology areaswhich will require intelligence
datasuppat. The MOU will be effective for2 yearsbut may be renewed.

National I ndustrial Security Program Operating Manual—Prescribes requirernts, restrictions, and
other ssfeguards neessary to prevent unauthorized disclosure of clasdfied information and to control
authaized disclosure of clssified informationreleased by US government exgive branch depatments
andagencies to theircontractors.

Releasing Age—CM of contacting activity.
Sponsaing Organizaion—The governmenhorganization inteestedin a compay IR&D project.
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Attachment 2
CONTRACTOR ACCESSTO SECRET INTERNET PROTOCOL ROUTABLE NETWORK
(SIPRNET) AND INTELINK -S

A2.1. CONTRACTOR CONNECTIVITY TO SIPRNET IN CONTRACTOR-CONTROLLED FACILI-
TIESOFF BASE: SIPRNET is &ecretUS Orly systen. All CONUS off-base contrdaor customers
desiringa direct conrection to the SIPRNET mustcomply with the following procedures:

A2.1.1 Contractor will consultwith the Contract Monitor (CM) and local Diredor of Intelligence (DlI)
regarding thefeasiblity of theconnectivity.

A2.1.2. Contractor wil contact Defense formation SystermAgency (DISA) Project Manager and
requesta Sysems Security Pekage for completion.

A2.1.3 Thepackage will be completed by thentactor and forwarded & the Contract Monitor.

A2.1.4.The CM will verify the contradors need for connedion to SIPRNET, coordinate with local DI
(see #1.h, CONTRACTOR ACCESS TO INTELINK-S below), sign and forward the packag to DISA.
Regardkss of whéher thecontrector desires &cess to intelligerce viaSIPRNET, coordinaton with the
local DI will beaccomplished ashincorporatednto thepackageto be submittd to DISA.

A2.15. DISA reviews the Sgtems Seurity Package; verifies though Defense Security Service (DSS)
that e contactor has a valid condctor facility clearance; reqes DSSto conduct aSite Insgection for
a cedicatedconnection ® SIPRNET; obtains validation byJoint Staf/J6T.

A2.2. CONTRACTOR ACCES TO INTELINK-S OFF BASE IN CONTRACTOR-CONTBLLED
FACILITIES:

A2.2.1 TheCM must submit the reqgest for access to specific intelligence dtainable throwgh
INTELINK-S. The Iaal DI will assist in dentifyi ng the irntelligence neded in suppott of the ontract
(i.e., whatweb siteghe contector should beallowed access to) TheCM will obtain from the lgal DI
approval in writing. The CM mwst comply with DCID 1/7 and AFI 14-33 with ARMC Supplement 1.
Thelocal DI will coordinatewith any outside agnciesas requied for properelease of intelligence. The
contractor will only have access to itelligence information needed to fulfll specific cortrador oldiga-
tions IAW with their existing contrast

A2.2.2. DISA andthe Defase hformation Systans Network (DISN) Air Force Acton Officer is sup-
plied the abowe information by the CM wit the loc& DI's appova in writing.

A2.2.3.FirewallsPROXY SERVERS will be irstalled on thatsystem ly DISA to prevent the contractor
from accessing otherintelligerce information not relatel to the contract.

A2.3. CONTRACTOR CONNECTIVITY TO SIPRNET IN CONTRACTOR-CONTROLLED FACILI-
TIES ON BASE: SIPRNETIs a Seaet US Only system. All CONLE on-base cortrador cusbmers
desiringa direct conrection to the SIPRNET mustcomply with the following procedures:

A2.3.1 Contracto will consult with the ContractMonitor (OM) and lo@l DI regarding thdeasibility of
the conectivity.

A2.3.2. The CM wil verify the contactors needfor connetion o SIPRNETad coordinaé with locd DI
(see #2.b., CONTRACTOR ACCESS TO NTELINK-S, below). Regardless of whether he antractor
desires acess to intdligene via SIPRNET, oordination with the local DI will be acconplished and
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incorporated inb the packageotbe submittd to the ComnunicationsGroup.

A2.3.3. TheCM will contad the local Communicationsr@up office for directions on the correct pap
work to subnit for SIPRNET connectivity

A2.4. CONTRACTOR ACCESSTO INTELINK-S ON BASE INCONTRACTOR-CONTROLLED
FACILITIES The CM nust sibmit the requeg for aaess 0 spedfic intelligence obtainable through
INTELINK-S. The Iaal DI will assist in dentifyi ng the irntelligence neded in suppott of the ontract
(i.e,, whatweb siteghe contactor should beallowed access to) TheCM will obtain from the lgal DI
approval in writing. The CM mwst comgy with DCID 1/7 and AFI 14-33 with ARMC Supplement 1.
Thelocal DI will coordinatewith any outside agnciesas requied for propemrelease of intelligence. The
contractor will only have access to itelligence information needed to fulfll specific cortrador oldiga-
tions inaccordance with theexisting contracs.

A2.5. AFMC PCQLICY ON COLLATERAL CONTRACTOR ACCESS TOINTELINK-S WMITHIN
GOVERNMENT FACILITIES:

A2.5.1. Contractors clearancethe SECRET level or higher al DD Form 254 will be on file in thegov-
ernmment facility allowing accessto INTELINK-S.

A2.5.2. The Contractor's D Form 254 must haveblocks10b, d, e(2 h andj markel "Yes"

A2.5.3 If thegovernmert facility IS NOT thelocal intelligenceoffice, then detter will be submited by
the CM to the |@al DI requesting approval for thir contractor(s) to lave access to INTELINK-S. The
letter will include the fdlowing information: Contrador's LastName, First Name, MI, Social Security
Numbe, Duty Phone, Fogram, GovernmerOrganizational Cffice Symbb, Government Organizational
Address,Postion Desciption/Jd Title, Building/Roan Number, E-mail address. Thelocal DI will
make eery effort toassist the CM in the proper pre@edures for their contrador'sto have acess to
INTELINK-S.

A2.5.4. Contractomust ceiify in writing (sign/date):
A2.5.1.1. The computer acount will be used in suppat of an official governmert project.

A2.5.1.2. I will not willfully compromise the acount pasword.

A2.5.1.3. | wil natify the CM when tle accounis ro longer needed, ammurt information needs revising,
or the account password has beeknowingly compomised.

A2.5.1.4.The accaont will be used in accordhae with all existing instrucions,policy directves and
guidelinesto ersure no improper or fraudulentsa.

A2.5.1.5. Data ad files asociated wih this account i@ subject to randomreview.

A2.5.1.6. The account pasordwill be changd in accordance wih curent Air Force policy.

A2.517. | am reporsible for not onlysafeglarding theclassified contents of thisccouwnt, butalso the
physical confguration @ the network.
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A2.5.18. Access b intelligence information doesnot includePRORN.
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Attachmen 3
DD FORM 254, DEPARTME NT OF DEFENSE CONTRACT SECURITY CLASS FICATION
SPECIFICIATIONS

DEPARTMENT OF DEFENSE

CONTRACT SECURITY CLASSIFICATION SPECIFICATION

(The requirements of the Dol Industnial Secunity Manual apply

1. CLEARANCE AND SAFEGUARDING

a. FACILITY CLEARANCE REQUIRED

b.LEVEL OF SAFEGUARDING REGUIRED

to all secunty aspects of this effort)
2. THIS SPECIFICATION IS FOR: /X and complete as 3. THIS SPECIFICATION IS: /X and camplete 2s
3. PRIME CONTRACT NUMBER Date rysmoor
2. ORIGINAL (Complete date in all cases/
b. SUBCONTRACT NUMBER b. REVISED (Sepersedes Revision No. Date rramooy
N previous specs)
Date /rvaaoo)

© SOLICITATION OR OTHER NUMBER DUE Date yrwarooy

c. FINAL (Complets item 5 in all cases)

4

Classified material received or generated under

l YES

. IS THIS A FOLLOW-ON CONTRACT?

I I NO. if Yes, complete the following:

(Preceding Contract Number) is transterred to this follow-on contract

In responsa to the contractor's requested dated

l I YES

. IS THIS A FINAL DD FORM 2547

I I NO. If Yes, complete the following:

. ratention of the identified classified material is authorized for the period of

. CONTRACTOR /nclude C. il and Entity [CAGE] Code)

NAME, ADDRESS, AND 2iP CODE

b. CAGE CODE

c. COGMIZANT SECURITY OFFICE (Name, Address, and Zip Codel

7

. SUBCONTRACTOR

NAME, ADDRESS, AND ZIP CODE

b. CAGE CODE .

c. COGNIZANT SECURITY OFFICE (Vame, Address, and Zip Code)

. ACTUAL PERFORMANCE

LOCATION

b. CAGE CODE

€. COGMZANT SECURITY OFFICE Name, Address, and Zip Code)

. GENERAL IDENTIFICATION OF THIS PROCUREMENT

10. THIS CONTRACT WILL REQUIRE ACCESS T0: YES | NO | 1t.IN PERFORMING THIS CONTRACT, THE CONTRACTOR WiLL: YES
a TIONS SECURITY INFORMATION i
b. RESTRICTED DATA [ RECENVE CLASSIFIED DOCUMENTS ONLY
. CRITICAL NUCLEAR WEAPON DESIGN INFORMATION c  RECEVE AND GENERATE CLASSIFIED MATERIAL
4 FORMERLY RESTRICTED OATA & FABRICATE, MODIFY, OR STORE CLASSIFIED HARDWARE
. INTELLIGENCE INFORMATION «.  PERFORM SERVICES ONLY
. T A CCi .. { [l LS. ICQ, U.S. P Al
(1) Sensitive € (scn TAUST TERRITORIES
3 A 170 70 USE THE SERVI HNICAL INFO N C oTCI o

121 NonSCH SECONDARY DISTRIBUTION CENT ER
f. SPECIAL ACCESS INFORMATION h.  REQUIRE A COMSEC ACCOUNT
9. NATO i, HAVE TEMPEST REQUIREMENTS
b FOREIGN INFORMATION i HAVE OPERATIONS SECURITY (OPSEC) REQUIREMENTS
i, LIMITED DISSEMINATION INFORMATION X BE AUTHORIZED TO USE THE DEFENSE COURIER SERVICE
i FOR OFFICIAL USE ONLY INFORMATION L. OTHER (Specify/
K OTHER (Specity

DD Form 254, DEC 90 (EF-V1) (perrosm PrO Previous editions are obsolets.
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12. PUBLIC RELEASE. anyi {classified o ified) portaining to thi shal not be released for public dissemination sxcept a3 provided by the Industrial Sacurity Manual or unless it has been appreved fer public relesse by
appropriste Gavernment authority. Proposed public raieases shall be submitted for approval prior to releass

Direct B Through /Seecifyi:

1o the Directorate for Frasdom of infermation and Security Review, Offics of the Assistant Secretary of Defense (Public Atfairs) for review.

|____tn the case of nen-DoD Usar Agencies, 1equests for disclosure shall be subrmitted te that sgency.

13. SECURITY GUIDANCE. The sacurity classification guidance need for this classified sffort is dentified below. If any étficulty is sncounterad in applying this guidence or f any othar contributing facter indicates & need for changes in this guidence,
the contractor is awthorized and 1o provide h 1..lnﬁalnmthpuidu:lum:hui'u(ienuqmdumma-‘humﬁd'mwugmﬂmﬁumwu and to submit sny questiens for intarpretation
of this guidance to the efficial identified below. Panding final decision, the information involved shal bs handied and prstected at the highast level of ication sssigned or Fllinas for the e Attach, or forward
under separate any : refarence hersin. Add additi needed 10 provide complete guidence)

14. ADDITIONAL SECURITY REQUIREMENTS. Requirsments, in additien to ISM requi e for thi o Yes, identity | , Yes | l No

the pertinent contractusl clauses in the contract documen itsel, o provide an appropriate stetament wivch identifies the additions! requirements. Provide
2 copy of the rquirements 1o the cognizant security office. Use item 13 if additionsi spece is noeded)

15. INSPECTIONS. Blements of this contract ars outside the inspection rasponsibiity of the cogaizent security office. (f Yes, idencily specific I lv., l I""
arves or clements carved aut and the activity respansible for ingpections. Use tem 13 i sckibtionsl space is nesded)

16. CERTIFICATION AND SIGNATURE. Security requirements stated herein ars complete and adequate for sateguarding the classified inf ion to be rel dorg d
under this classified effort. All questions shall be referred to the official named below.
a. TYPED NAME OF CERTIFYING OFFICIAL b TITLE ¢. TELEPHONE finchue Ares Code)
d. ADDRESS tinckude Zpp Codel 17. REGUIRED DISTRIBUTION
. CONTRACTOR

b. SUBCONTRACTOR
c SECURITY OFFICE FOR PRIME AND SUBCONTRACTOR

e. SIGNATURE d. U.S. ACTIVITY RESPONSIBLE FOR OVERSEAS SECURITY ADMINISTRATION
o. ADMINISTRATION CONTRACTING OFFICER

1. OTHERS AS NECESSARY
———

DO Form 254, DEC 90 (REVERSE) (EF-V1) (PerFORM PRO)
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	This instruction implements AFPD 14-3, Control, Pr...
	AFI 14-303, 1 April 1999, is supplemented as follo...
	1.� Officials Authorized to Approve Release.
	1.1.� The Director of Intelligence, Surveillance a...
	1.2.� The Senior Intelligence Officer (SIO) of eac...
	1.2.1.� The SIO, or designee, performs the followi...
	1.2.1.1.� Evaluates the sponsoring agency’s reques...
	1.2.1.2.� Documents all intelligence released to t...
	1.2. (AFMC) The Director of Intelligence (HQ AFMC/...
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	  Understand all reproductions and extractions of ...
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	1.3.� Only the HQ USAF/XOI can release information...
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	2.� Preparing Requests.
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	2.3.� Identification of the requested intelligence...

	3.� Referral to Originator.
	Intelligence that carries the following marking re...
	3.1.� Caution-Proprietary Information Involved (PR...
	3.2.� Intelligence that carries the following mark...
	3.2.1.� Dissemination and Extraction of Informatio...
	3.2.2.� Sponsoring agencies shall delete any refer...

	3.3.� If you cannot sanitize the documents, you ca...

	4.� Special Requirements for Intelligence.
	4.1.� A contractor is not authorized to further di...
	4.2.� All inquiries concerning source, acquisition...
	4.3.� In addition to DoD Manual 5220.22, Industria...

	5.� Returning Intelligence to the Air Force.
	Final disposition of intelligence information shal...

	6.� (Added-AFMC) Access to intelligence informatio...
	7.� (Added-AFMC) AFMCRelease of Classified and Unc...
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	Abbreviations and Acronyms
	AFMC
	Air Force Materiel Command
	CIA

	Central Intelligence Agency
	DCI

	Director of Central Intelligence
	DCID

	Director of Central Intelligence Directive
	DIA

	Defense Intelligence Agency
	DoD

	Department of Defense
	DOE

	of Energy
	FBI

	Federal Bureau of Investigation
	FOA

	Field Operating Agency
	HQ USAF/XOI

	Director of Intelligence, Surveillance and Reconna...
	HQ USAF/XOIIS

	Intelligence Security Division, DCS/Air and Space ...
	INR/STATE

	Bureau of Intelligence and Research of the Departm...
	MAJCOM

	Major Command
	NSA

	National Security Agency
	ORCON

	issemination and Extraction of Information Control...
	PROPIN

	Caution-Proprietary Information Involved
	SIO

	Senior Intelligence Officer
	SOIC

	Senior Official of the Intelligence Community

	Terms
	Intelligence Community
	The intelligence community includes the following ...
	Central Intelligence Agency (CIA).
	National Security Agency (NSA).
	Defense Intelligence Agency (DIA).
	Bureau of Intelligence and Research of the Departm...
	The intelligence activities of the Military Depart...
	Federal Bureau of Investigation (FBI).
	Department of Treasury, and the Department of Ener...
	National Intelligence

	Integrated departmental intelligence that covers t...
	National Intelligence Estimate

	A strategic estimate of the capabilities, vulnerab...
	Release

	The oral, visual, or physical disclosure of intell...
	Selected Intelligence Information and Related Mate...

	Foreign intelligence and counterintelligence infor...
	Senior Official of the Intelligence Community (SOI...

	The head of an agency, office, bureau, or other in...
	Senior Intelligence Officer (SIO)

	The senior person charged with intelligence respon...
	(AFMC-Added)

	Abbreviations and Acronyms
	CM
	Contract Monitor
	DI

	Director of Intellligence
	DISA

	Defense Information Systems Agency
	DISN

	Defense Information Systems Network
	FFRDC

	Federally-Funded Research and Development Center
	GOCO

	Government Owned-Contractor Operated
	IR&D

	Independent Research & Development
	IPA

	Intergovernmental Personnel Act
	MOU

	Memorandum of Understanding
	RFP

	Request for Proposal

	Terms
	AFMC Form 210
	Intelligence Information Request.
	Contract Monitor

	The representative of a project office responsible...
	Contracting Officer

	A person with authority to enter into, administer,...
	DD Form 254

	Contract Security Classification Specification.
	Director of Intelligence (DI)

	The DI is the center/lab research site Senior Inte...
	Independent Research and Development (IR&D)

	A contractor's research and development project fa...
	Memorandum of Understanding (MOU)

	A written agreement between a company and a USAF o...
	National Industrial Security Program Operating Man...

	Prescribes requirements, restrictions, and other s...
	Releasing Agent

	CM of contracting activity.
	Sponsoring Organization

	The government organization interested in a compan...
	A2.5.4. Contractor must certify in writing (sign/d...
	A2.5.1.1. The computer account will be used in sup...
	A2.5.1.2. I will not willfully compromise the acco...
	A2.5.1.5. Data and files associated with this acco...
	A2.5.1.6. The account password will be changed in ...
	A2.5.1.8. Access to intelligence information does ...
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